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100 Riveredge Road

Tenafly, New Jersey 07670
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PREVENTING SCAMS
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Tenafly residents get “scammed” out of tens of thousands of dollars each year.  You can prevent falling victim to these scams by learning about methods frequently used by scammers.  The following are common patterns and themes associated with many of the different types of scams encountered by residents and business owners:  
1. Scammers ask you to wire money via Western Union or MoneyGram
2. Scammers often have detailed personal information about YOU 

3. Scammers commonly target the ELDERLY
4. Scammers want you to act QUICKLY 
5. Scammers tell you to purchase MoneyPak-Green Dot or other Pre-paid cards and later demand the security code
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There are several examples of common scams described below:
· Lottery/ Sweepstakes Scam (often Jamaican): The victim receives a lottery or sweepstakes winner notification in the mail which sometimes includes a fake check (ex. Publisher’s Clearing House). When you call the number provided, the scammer will ask you to wire money or send a check to pay for taxes and fees associated with the winnings.    

· Nigerian Scam: The victim receives a letter indicating they are next of kin to a long lost (recently deceased) relative, and are entitled to a considerable inheritance. The scammers ask you to wire money to secure your claim.  

· Email Phishing Scams: You receive an official looking email from your bank advising you your account was compromised.  You are then sent to a link in which you are required to provide personal and banking information (ID THEFT)
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· Hacked Email:  Your email gets hacked and someone sends a message to all of your contacts asking for help.  It appears you are asking for money because you lost your passport, got robbed or got arrested while on vacation out of the country.

· Grandparent Scam: Person claiming to be your grandchild tells you that they have been arrested outside the country and need money quickly for bail (ispoofcard.com allows you to change your voice and select a number displayed on the receiver’s caller ID).
· Car Accident Scam: Victim receives a call from a person claiming they are holding a family member or friend hostage.  They say they have been in a car accident with a loved one and do not want the cops involved.  They will tell you to stay on phone, and ask you to wire money to release the hostage.

· Chimney & Driveway Scam: The homeowner is often solicited by a person claiming to be a contractor to clean the chimney or seal coat the driveway.  They find a big problem, charge thousands over the original estimate and do virtually NO work.

· Utility Bill Scam: Warn you that your power is about to be shut off for non-payment.  Allow you to pay a lower amount in order to keep the power on.

· Police Impersonator Scam: The person calls and claims to be a Law Enforcement Officer.  They tell you that you have an active warrant, and try to solicit money to prevent your arrest or involvement in an investigation.
· IRS Scam:  Person calls claiming to be with the IRS and claims you owe money and that if you do not pay they will arrest you.  They claim the only way to not get arrested is to get a prepaid card right away and give them the prepaid card information.

· Federal Officer Impersonator:  Caller will claim to be with some federal agency stating that your identity was compromised or that they have a warrant for your arrest and that you need to confirm your identity or send them money to avoid being arrested.

Resources for Reporting Identity Theft
· Equifax 1-800-525-6285
· Experian 1-888-397-3742
· TransUnion  1-800-680-7289
· www.ftc.gov/complaint or 1-877-438-4338
· www.consumerdebit.com or 1-800-428-9623 to check for checking accounts opened in your name
· www.sec.gov/complaint.shtml for investment accounts that are tampered with
· www.travel.state.gov/passport for lost or stolen passports
· https://postalinspectors.uspis.gov to report mail theft
· www.fcc.gov/cgb to report fraudulent cell phone or telephone services
· www.ed.gov/about/offices/list/oig/hotline.html to report fraudulent student loans
· www.socialsecurity.gov or 1-800-772-1213 to report misuse of Social Security Number
· www.irs.gov/identitytheft or 1-800-908-4490 to report income tax fraud
· Tenafly Police Department:  To report any fraud or identity theft and to get materials that can assist you in reporting further issues to the appropriate agencies.
****PLEASE CONTACT THE TENAFLY POLICE DEPARTMENT AT (201)568-5100, IF YOU FALL VICTIM TO, OR SUSPECT A SCAM****
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